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Abstract— Collaborative techniques have been proposed to
improve communications in the presence of a hostile jammer. A
distributed detection and decoding technique based on collabora-
tive decoding has been shown to be effective for communications
over non-fading channels for coherent communications. In this
paper, we consider collaborative communications strategies for
jamming channels in which the message and jamming signals
experience independent block fading at each receiving node.
Furthermore, we assume that the phase of the message signal
is not known and must be estimated from the received signal.
Joint decoding and estimation of all of the fading and jamming
parameters is computationally prohibitive, so we develop iterative
estimation and decoding algorithms. The fading coefficient and
parameters of the jamming signal are estimated using the EM
and BCJR algorithms. The results show that the proposed
technique is an effective response to hostile jamming.

I. INTRODUCTION

We consider communication over block-fading channels,
which are non-time selective over each packet, in the presence
of partial-time jamming. Even in the absence of jamming,
communication in block-fading channels requires relatively
high average signal-to-noise ratios (SNRs). When jamming
is present, accurate estimates of the fading coefficients are
necessary to discriminate between jammed and unjammed
symbols. Many algorithms have been presented for accurate
estimation of the fading coefficients (see, for example, [1]-[4])
for time-selective fading. The situation becomes more difficult
if a jammer is present. There has also been much research
aimed at overcoming the jammer’s effect (see for example,
[5], [1], [6]) for non-fading channels. In this paper, we present
collaborative techniques that can improve performance in the
presence of block fading and jamming.

We consider a scenario in which a single transmitter
communicates with multiple receiving nodes. The scenario
that we envision is particularly applicable to communications
between clusters in military ad hoc networks. In these systems,
communications between clusters is over low-rate links (often
tens of kpbs) that are particularly sensitive to jamming because
of the low received signal power, and communication within a
cluster may use much higher-speed wireless LAN technology
(at several Mbps) that is less susceptible to jamming because
of the higher received signal power within the cluster. Thus,
we wish to use the nodes in the cluster to form a distributed
antenna array to provide diversity against fading and to help
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mitigate the jamming signal. However, unlike a conventional
antenna array, we do not assume that the phases of the
oscillators at different receivers are synchronized or even
known to each other. Nor do we make any assumption about
the spacing of the nodes forming the array, other than that they
are far enough separated to experience independent fading for
both the communication and jamming signals. Thus, the usual
beamforming techniques cannot be directly applied.

The jamming signal is modeled by a Gaussian two-state
hidden Markov model. To exploit the fact that each node
receives the same message with independent noise, we have
proposed collaborative jamming mitigation algorithms [7]. In
our previous work, we show that these techniques are effective
for nonfading channels with coherent detection (the phases
of the message signals are assumed known). In this paper,
we extend the jamming mitigation techniques to block-fading
channels and address the problems of phase acquisition and
channel estimation in the presence of jamming.

Detecting the message in the presence of many unknown
parameters of the fading and jamming is a difficult problem. To
reduce the complexity of the detection problem, we decompose
it into a series of detection and estimation problems and use
iteration to refine the estimates. One of the most important
estimation problems is the estimation of the fading coeffi-
cients, for which we use the expectation-maximization (EM)
algorithm [8], [9]. Given the estimates for the fading coef-
ficients and jamming parameters, the joint-density approach
to jamming mitigation [7] can be applied for block-fading
channels. We analyze and simulate the performance of this
scheme.

II. SYSTEM MODEL

As in [7], we consider the scenario in which a single
transmitter is communicating with a distant cluster of NV nodes
in the presence of jamming. Each node receives independent
copies of the same message and jamming signal. Both the
message and jamming signals undergo block fading that is
independent from each other and independent between nodes.
The nodes in the cluster are assumed to be close enough to
reliably exchange messages in the presence of the jamming
signal. We consider a partial-time jammer that is modeled
by a two-state hidden Markov model. The jamming signal
is only present in state 1 (the ON state), and is modeled as
white Gaussian noise with power spectral density (PSD) N, /p.
Here, p is the steady-state probability of being in the ON
state. The expected time (in the number of channel symbols)



in the ON state is E{T;}. Gaussian thermal noise with power
spectral density N is present in both states 0 and 1. To provide
diversity against jamming, the message is encoded by a turbo
code, and the coded symbols are passed through a rectangular
interleaver before transmission to break up jamming bursts at
the input to the decoder. The overall system model is illustrated
in Fig. 1. The received symbol at node ¢ can be modeled as

y) = a®/Egup + 0y + 200, M

where a(? and b(Y) are complex block-fading coefficients
for the message and jamming signal, respectively. F is the
symbol energy, and uy is the message bit which is 1. The
parameter zj is an indicator random variable such that if
2z, = 1, the kth bit is jammed and if 2z = 0, the bit is
unjammed. Here, n,(;) is complex Gaussian noise with variance
Ny, and J is the jamming signal, which is a circularly
symmetric complex Gaussian random variable with zero-mean
and variance N /p. Therefore at the ith node, the total variance
of the noise and jamming for state 1 is Ny + [b|2N; /p.

III. FADING COEFFICIENT ESTIMATION AND JAMMING
DETECTION/MITIGATION

Consider the problem of collaborative jamming mitigation
in a group of N nodes. The problem is to accurately estimate
the message uy, in the presence of unknown fading coefficients
and partial-time jamming with unknown parameters. Suppose
that each node has a copy of all of the received symbols from
every other node. Then consider estimating the value of a
particular message bit u given the vector of received symbols
from all nodes, Y = [y(® y(1)...y(N=1)] ‘where y() is the
received vector at the ith node, which can be represented as
y® = [y((f) yy) ---]. One approach is to find the value of wy,
given by the joint MAP estimate for ug, a, b, z, and J,

i, = argmax f(Y]ug, a, b,z, 3)p(ue) f(2) f(2) f(bI), (2)

where the maximization is over u, € {+1,—1}, 2 € {0,1},
a®, b J. e C for all 4, k, where C represents the set of
complex numbers. All bold variables are similarly defined as
y(®. This is a difficult optimization problem, so as in previous
work [1]-[4], iterative estimation is used to approximate the
joint estimate. Given the fading coefficients a for the message,
the jamming detection and mitigation algorithms in [7] can be
applied with only small modifications. We begin as in [7] by
assuming that the nodes exchange the received values for all
of the jammed symbols. The overall detection and estimation
procedure is illustrated in Fig. 1.

A. Estimation of the fading coefficients
The MAP estimator for the fading coefficient at node i is

e = argmax f(y]a) f(a).

However, this is not practical because it requires complex and
time-consuming numerical search. In this subsection, we apply
the EM algorithm ([8], [9]) to estimate the fading coefficients
a®. We consider estimation of the fading coefficient a at one
node, where we have dropped the superscript (¢). The EM
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Fig. 1. The overall system model.

algorithm is a general estimation method when the observed
data is incomplete or missing. In our derivation, the vector of
jamming states z is considered as the “missing data”. Then,
the log-likelihood of the complete data can be written as

log p(y, z|a,u) = log(y|a, 2z, u)p(z|a, u)
N-1

= > logp(yxlzx, ur, a)
k=0

N-1

+log {p(z0) [] p(zilzi-1)}-

i=1

3)

Let o’ denote the estimate of a from the previous iteration.
For the expectation step, we calculate

Q(a,d') = Y logp(y,zla, w)p(zly, a’, u)

zEZ
= > logp(z0)p(zly,a’,u)
z€Z
N—-1
+ > D logp(zilzioa) bp(zly,d' v)
zEZ =1
N-—1
+ Z { Z logp(yk‘zkv Uk, a)}p(z‘ya a/v ll)(4)
zeZ k=0

We consider only the last term of (4) because the other terms
do not depend on a. Therefore, we have

N-—1
1 lye — av/Esug|?

N __ - = -
Qla,a’) = Z Z log 271'02-2 exp{ B 2012 }
zeZ k=0

-D(zk|yr, @', uk)

1 _ ES‘ 2
D D (R =R YWEENONEY

where C' does not depend on a. Here Ay (i) = p(z = 4,y§)
and Wy (i) = P(y,,,'|z, = i) are the forward and backward
jamming state probabilities, respectively, and can be calculated
from the BCJR algorithm. The parameter o2 represents the
variance in jamming state ¢ and is generated in the BCJR
algorithm as described in [10]. For the maximization step, the
derivative of (5) with respective to a is calculated. Then we
have

L 1131;01 S o ykurAg (1)U (i) /o2
(EM = N—T 1 ; N 2
k=0 Zi:o A ()i (i)/0;

(6)



to maximize (5). The estimate agy is updated at each iteration.

Before starting the decoding process, we need an initial
estimate of a. The accuracy of the initial estimate can have a
great impact on the convergence of agy. We consider two
approaches. In the first, a natural choice is the unbiased

estimator
> yrun
keSS

. 1

Qynbiased ‘ S|
for a set S of known pilot symbols. The receiver uses the
average amplitude of the pilot symbols as the initial estimate of
a. Since some portion of the pilot symbols can be jammed, the
estimate may be inaccurate because the variance of jammed
symbols is much higher than that of unjammed symbols.

In the second approach, we use the two-dimensional his-
togram proposed in [10]. In this approach, a set of symbols
that are likely to be unjammed is found without knowledge
of the signal amplitude. This approach is based on the dif-
ferent variances of the jammed and unjammed signals. Since
unjammed signals have a much lower variance than jammed
symbols, it is likely that the unjammed symbols will be
more closely clustered together. After generating a histogram
for the received symbols, the bin with the largest number
of symbols is most likely to contain the most unjammed
symbols and fewest jammed symbols. The initial estimate
of a is generated by averaging the symbols in that bin and
then correcting for any phase ambiguity using pilot symbols.
By choosing the size of the histogram bin appropriately, the
variance of the histogram approach can be made much smaller
than the simple, unbiased estimator based on using only pilot
symbols. Although not shown because of space constraints,
analysis indicates that a bin width equal to 1.6(2FE,/Ny)~'/2
approximately minimizes the variance of this estimator.

B. Jamming Detection/Mitigation

To perform jamming mitigation, each node must detect
which symbols are jammed. Given the (estimated) fading
coefficients, each node detects the jammer’s state using an
iterative MAP algorithm as in [11], [7]. To exploit the fact
that the jamming signal is modeled by a Markov source, the
BCJR MAP algorithm is used. During the detection process,
the jammer’s parameters, i.e. the variance of state 1 and the
jammer’s state transition probabilities, are estimated using
the EM approach, which gives the same estimators described
in [10]. The detection process depends on the estimated
density of the received symbols given the estimated fading
coefficients, for which the estimated values are used. Note that
each node estimates the set of jammed symbols independently,
so they use voting to determine a consensus set of jammed
symbols [7]. Every node broadcasts the bit indices of the
symbols that are estimated to be jammed. We use majority
voting, which provides a trade-off between performance and
overhead [7].

Based on the estimated set of jammed symbols and jam-
ming parameters, the joint density technique is applied for
jamming mitigation. The decoder uses the BCJR algorithm,
which generates the a posteriori LLRs of the message bits by
calculating the forward state metric g (s’), the backward state
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metric O(s), and the branch metric v,(s’, s). The two state
metrics ag(s’), Bx(s) are calculated in a recursive manner,
and v (s', s) is calculated as

W8, 5) = plun)pyD|s', )y |s', ), @
(%) (7)

where ys’ and y,  are the matched filter outputs at the ith
node for the kth systematic and parity bit, respectively. We can
utilize the received symbols from every node by employing
the joint density function for them. However, to do so would
require exchanging the soft decisions for all of the received
symbols. As the performance is often dominated by the
jammed symbols, we assume that only the jammed symbols
are exchanged. The joint density is used for calculating ~y for
these symbols.

It is straightforward to derive the covariance ma-
trix between each node’s received symbols. Let y, =
[ ’go)’ y,(:), cee (Nfl)]T. Then the mean vector of yy is

o @ 7 #;CN_U]T, where Mz(f) — o/ Eoug.
The covariance matrix ¥, conditioned on b, is defined as

my = [.Uk y Mg s
2 = El(yr — my)(yx —mg)"],
where the diagonal elements are given by

Su=No+[pYPN;/p, 1=0,--- ,N—1

Note that Ny is assumed to be known, and [b®)|2N;/p is
estimated using the forward-backward algorithm during the
decoding process and updated after every iteration [7]. The
upper off-diagonal elements are given by

Nj

p )

where | = 0,--- , N -1, m =1+ 1,---,N — 1. The
off-diagonal elements ;,, are estimated from the temporal
average of the correlation between jammed symbols from
the /th and mth nodes. The lower off-diagonal elements are
conjugates of the upper off-diagonal elements. Then the joint
density function of the received symbols is

f(yklug,a,b) =

El'm = b(l) b(m)*

1 Hy—1
mexp [—(Yk —my,) X (yr — mk)] .

IV. UPPER BOUNDS

In this section, we derive upper bounds for the performance
of the joint pdf scheme. we use the approach proposed in [12]
to bound the FER as

FERS/m/ / min{ 1, Y AgPy

a(®  G(N=Dp©)  p(N-1) d=dfrece
da® .. da™N Vb . apN=D(8)

Here, P; is the pairwise error probability for codewords at
distance d given the fading coefficients for the message and
jamming signals. The analytical expression for P, is derived
in the Appendix. Because of the min operation, P; cannot
be integrated over the fading statistics, and the number of
integrations becomes computationally prohibitive. However,
we can compute (8) for two special cases with N = 2. We
show in the Appendix that for N = 2, P; depends only on
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Fig. 2. Performance of the joint pdf scheme with estimated parameters.

the magnitudes of a®, 5D and the relative phase difference
A2 zaM — 2a© + 260 — £pO), By applying this, we
can reduce the required number of real integrations from 8
to 5. We consider the special case of a(¥ = 1 for all i
(nonfading message channels) and the case of b(*) = 1 for all
i (nonfading jamming channels), which each only require two
numerical integrations. As shown in Section V, these result in
tight bounds.

V. RESULTS

In this section, we present several simulation results. Turbo
codes with identical constituent codes with feedforward poly-
nomial 1+ D? and feedback polynomial 1+ D+ D? are used.
The blocksize is 1000 information bits, and the code rate is
1/3. The number of total decoder iterations is limited to 10,
and information is exchanged after the fifth iteration. The size
of the rectangular interleaver is 55 x 55. For all of the results,
Ey/N; =0dB, and p = 0.6.

A. Jamming Detection/Mitigation

The results in Fig. 2 illustrate the performance of the
joint pdf scheme with the jamming parameters, i.e. transition
probabilities and jammer’s variance, estimated via the forward-
backward algorithm. The labels ‘EM w/ unbiased’ and ‘EM
w/ histogram’ correspond to the case that the estimate of
the fading coefficient is updated using the EM algorithm and
the initial estimate is obtained from unbiased estimator and
histogram, respectively. The label ‘Histogram’ corresponds to
the case where the initial estimate obtained from histogram
upon reception of the packet and used without update during
the collaborative jamming mitigation process. For comparison,
we include the performance with perfect channel state infor-
mation (CSI). When we use the initial estimate obtained from
histogram without update during the decoding process, we ob-
serve a moderate performance degradation. The performance
degradation from this suboptimal estimate of a(*) increases as
N increases. Updating the estimate using the EM algorithm
produces a gain of approximated 0.5 dB and 1.0 dB for N = 2
and N = 3, respectively. We observe that the inaccurate initial
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Fig. 3. Comparison of simulation and bounds for joint pdf scheme with
nonfading message signals (a(¥) = 1 for all 4), E,/N; =0, p=0.6.
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Fig. 4. Comparison of simulation and bounds for joint pdf scheme with
nonfading jamming signals (b(*) = 1 for all 7), Ey/Nj =0, p=0.6.

estimate causes an error floor for high E,/Ny. This shows
that the resolution of the estimate is important, especially in
the high SNR region. Without an accurate estimate of a, it is
difficult to accurately estimate the jamming state, which causes
the failure of the decoding process. Compared with the case
of N =1, a huge gain is obtained using the joint pdf scheme.

B. Upper Bounds for the Joint Density Scheme

Figs. 3 and 4 illustrate simulation and analytical results
for the joint pdf scheme for the two special cases described
in Section IV. For these results, we assume that the fading
coefficients and jamming parameters are known to the receiver.
The bounds are shown to be very tight. The overbound
technique proposed in [13] is used to account for high weight
codewords of the turbo codes.

VI. CONCLUSIONS

In this paper, we have investigated the application of col-
laborative jamming mitigation for block-fading channels with



partial-time interference. The proposed jamming mitigation
techniques use iterative detection, estimation, and decoding.
The EM algorithm is used to estimate the fading coefficients,
and we consider two different approaches to generating the
initial estimate. Simulation and analytical results show that the
joint pdf scheme is an effective jamming mitigation technique.

VII. APPENDIX

We derive P; in block-fading channel assuming ML de-
coding is performed. The derivation is done assuming perfect
side information for jamming state is available. For simplicity,
assume N = 2 and the all-ones codeword (denoted by 1) is
transmitted. If ¢ is a competing codeword at distance d from
the true codeword, the pairwise error probability is

Py =pr(c) = p(logp(y|L, z) <logp(ylc, z)),

where z is jammer’s state sequence. We condition on d;
symbols being jammed out of the d symbols that differ
between c and the correct word. Thus, dy = d — d; symbols
are unjammed. Let Dy and D; be the set that contains the
bit indices of the dy unjammed and d; jammed symbols,
respectively. Then after some manipulations, we can write

2
pe(e) = p(ﬁo > T2 Y Ui+ 20 3V
1€ D0 i€D1 i€D1

23w < o),

i€D1

©))
where szj is the ith row, jth column element of > LT =
Re(ygo)*a(o)), U = Re(yi(o)*a(o)), Vi = Re(y§1)*a(1)), and
Wi = Re ({ygo)*a(l) + ygl)a(o)*}C’(’n). Note that T; and U;
have the same mean but different variance. It can be easily
calculated that

E[T}] = o VE,, Var[Ti] = oV >Ny /2
ElU;] = |aQ2\/E,, Var[U;] = [a?)?200/2
EV] = |[aWPVE,, VarlVi] = a8, /2
EW;] = 2¢/EsRe (a(o)*a(l)C{n)

Var[W;] = 2[a'®|2C4, 12211 + [aM?Ch, 253,

+ Re(a®*aMppmcr2yNi
p

Note that U;, V;, and W, are not independent of each other.
So we calculate the covariance between them as

Cov(U;, Vi) = E(U:Vi) — E(U;) E(V;)

N,
— Re(a(o)*b(o)a(l)b(l)*)z—;
Cov(Us, W;) = Re(a'9*aM ), )S00/2

N,
+]a®)? Re(b(o)*b(l)C{)l)?j
p

Cov(V;, W;) = Re(aP*aMC},)11 /2
N
+\a(1)|2Re(b(o)*b(l)C’(’n)?J.
p
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The terms in (9) except the first summation can be represented

as
DY

1€D1
where
Y; £ 2CU; + 201, Vi + 2W;.

Define T be the argument in (9), then we can obtain

_ 2(d—dy)]aPVE,
- o

2(d = dy)[a®P2
= 2T

error probability P, conditioned on a and b

(i)p‘“ (1—p)="
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